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OFFICE OF THE SECRETARY OF STATE

TWO YEARS ENDED JUNE 30, 2005
FINDINGS/RECOMMENDATIONS - 9
ACCEPTED - 3
IMPLEMENTED - 5
UNDER STUDY - 1

REPEATED RECOMMENDATIONS - 3
PRIOR AUDIT FINDINGS/RECOMMENDATIONS - 9
This review summarizes an audit of the Office of the Secretary of State for the two years ended June 30, 2003, filed with the Legislative Audit Commission March 30, 2006.  The auditors performed a financial audit and compliance examination in accordance with State law and government auditing standards.  The auditors stated that the financial statements of the Office were fairly presented.

The Office of the Secretary of State has diverse responsibilities including the registering and titling of motor vehicles, issuing drivers’ licenses, scheduling and conducting formal and informal hearings on driving privileges and registration matters; administering Safety and Financial Responsibility laws; maintaining a vast data processing system which also assists law enforcement with immediate driver and motor vehicle information, and maintaining a Department of Police to enforce compliance with the provisions of the Illinois Vehicle Code and investigate code violations.  

The Office’s other responsibilities include issuing corporate charters and certificates; registering dealers, brokers, agents and investment advisors for securities; regulating the issuance of securities and enforcement of the Illinois Securities Law; and retaining Uniform Commercial Code filings reflecting security interests of creditors financing businesses on the basis of secured transactions. 

The Office is responsible for filing a significant number of legal and statutory documents, including Public Acts passed by the General Assembly, gubernatorial and amendatory vetoes, and registering trademarks, copyrights, notaries public and lobbyists.  The Secretary of State serves as the Illinois State Librarian, State Archivist, and Ex-Officio Clerk of the Court of Claims.  The Office publishes the Rules of the Road, the Handbook of Illinois Government, the Illinois Blue Book, the Illinois Administrative Code, as well as other general educational materials for public distribution.

The Honorable Jesse White, who took office January 11, 1999, was Secretary of State for the period under review.

Appendix A contains a summary of some of the transactions in the Office’s vehicle and driver services departments and the number of corporations registered with the Office of the Secretary of State.  During FY03 over 7.3 million passenger car plates were issued.

The average number of employees was:

	
	FY05
	FY04
	FY03

	
	Regular
	Extra
	Regular
	Extra
	Regular
	Extra

	Operating Groups
	  Positions
	Help
	Positions
	Help
	  Positions
	Help

	Executive
	79
	3
	77
	2
	
         78
	
3

	General Admin.    
	1,119
	49
	1,111
	53
	
    1,161
	       60

	Motor Vehicles
	2,347
	288
	2,352
	286
	
    2,394
	     339

	     TOTAL
	3,545
	340
	3,540
	341
	3,633
	   402

	Average Salary
	   $39, 953
	 $38,941
	 $39,745


Expenditures From Appropriations

The General Assembly appropriated a total of $348,463,114 to the Office in FY05, from 36 different funds.  The Office expended $157,899,314 from non-appropriated funds.  Expenditures for FY05 from appropriated funds were $328,956,959, which represents an increase of $7.5 million, or 2.3%, over FY04 expenditures.  However, overall expenditures, including from non-appropriated funds, decreased $10.6 million, or 2.1% from FY05 to FY04.  General Revenue Funds accounted for 37.4% of the Office’s appropriated expenditures, and the Road Fund accounted for 38.4%, compared to 50% and 21%, respectively, in FY02.  Appendix B is a summary of appropriations and expenditures by fund and summarizes expenditures from nonappropriated funds.  The largest nonappropriated fund is the International Registration Plan Fund which reflects payments from states in which truck owners, residing in other states, pay for Illinois truck registration through their home state.  

Appendix C summarizes the expenditures by major object code during FY05-FY03.  Significant changes in expenditures occurred as follows:

· $1.4 million increase in the Interagency Grant Fund for increased security at the Capitol Complex ($625,000) and to enable the Office to register voters at driver service facilities ($760,000);
· $2.9 million decrease in the Motor Vehicle License Plate Fund and $2.8 million decrease in commodities.  The Office over-purchased plates in FY04, and adjusted by purchasing fewer plates in FY05; 
· $1.9 million increase in Permanent Improvements to increase security at the capitol complex; 
· $13.3 million decrease in Lump sums and other purposes; and
· $12.1 million increase in Personal services and related personnel lines.
Cash Receipts

Appendix D is a summary of the Office’s cash receipts for FY05 and FY04 by Fund.  Also listed are total receipts remitted to the Comptroller according to service and department.  These totals are different because the first list by Fund takes into account all the receipts in transit while the list by Department does not.  The vast majority of the Office’s cash receipts are from vehicle services—almost $1.6 billion.  Significant changes in receipts occurred as follows:
· $28.7 million increase in Business services due to increased fees;

· $11.4 million decrease in Securities due to a lawsuit award received in FY04;

· $3.8 million decrease in Library largely because the State Library is no longer the fiscal officer for the Online Computer Library Center.
· $37.2 million increase in Driver services due to a fee increase for the sale of individual driving records ($16.2 million), fee increase to reinstate operator’s licenses ($6.9 million), and fee increase on ID cards ($4.2 million).
Property and Equipment

Appendix E is a summary of property and equipment for FY05 and FY04.  Total property and equipment increased from $407,673,846 as of July 1, 2003 to $423,055,816 as of June 30, 2005.  The Office of the Secretary of State’s balance sheet includes the Howlett Building, the Willard Ice Building, the Library Building, the Capitol Building in Springfield, and others.  

Accountants’ Findings and Recommendations
Condensed below are the nine findings and recommendations presented in the audit report.  There were three repeated recommendations.  The following recommendations are classified on the basis of updated information provided by Al DiSilvestro, Chief Auditor, via electronic mail received October 31, 2006.   
Under Study
1.
Amend its policies to require employees to maintain time sheets documenting the time spent each day of official State business to the nearest quarter hour as required by the State Officials and Employees Ethics Act.
Findings:
The auditors noted Secretary of State employees did not maintain time sheets in compliance with State law.  Employees’ time is tracked using a “negative” timekeeping system whereby the employee is assumed to be working unless otherwise 

noted.  An original year-to-date attendance form is maintained for each employee.  This form is updated by an attendance clerk only when an employee takes any type of leave.

The Secretary of State’s legal counsel stated that when the Act was implemented, the Office felt its present system satisfied the nature of the statute.  The Office currently requires employees and the division supervisors to sign year-to-date attendance forms acknowledging their accuracy and exercises significant controls governing employee requests for leave.  In addition, Office personnel noted they received no other guidance or instructions on how to appropriately implement the Act and were unaware its timekeeping system was not compliance with the Act. 

Response:
Accepted.  The Secretary of State understands the interpretation of the auditors with respect to the State Officials and Employees Ethics Act and the section discussing maintenance of time records.  The Office will endeavor to meet the recommendations of the auditors with respect to the maintenance of time sheets by employees by establishing internal controls to monitor timekeeping and attendance.
Updated Response:
Under Study, the Secretary of State’s Office is awaiting the results of a study which is being performed by a firm contracted by CMS of the Governor’s Office to review the attendance system and Ethics Act that is similar to the system we are using.
Implemented or Accepted
2.
Require documentation justifying the business need of assigning a State vehicle to any Office employee using the Personally Assigned Vehicle form.  Additionally, review the assignment of State vehicles no less than annually to ensure that all employees who have been personally assigned State vehicles continue to have an adequate business purpose for using that vehicle, and document this review.  (Repeated-2003)
Findings:
As of June 2005, 62 State vehicles were personally assigned to Office employees (excluding Secretary of State Police).  However, the Office did not have documentation on file providing justification for the business purpose of personally assigning 59 of these vehicles.  Authorization for individual assignment of vehicles is to be granted only if one or more of the following conditions are met:



A.
The vehicle is specially equipped to perform law enforcement services and the law enforcement employee is on call 24 hours a day.



B.
The employee’s work assignment requires traveling to numerous locations over a considerable territory with infrequent stops at the employee’s headquarters.



C.
When the employee is regularly subject to special or emergency calls from his/her residence during non-duty hours.

Implemented or Accepted - continued
D.
When it is in the best interest of the Secretary of the State.

Secretary of State personnel stated the Office undertook a comprehensive review of personally assigned vehicles during FY04.  The review resulted in a reduction and redistribution of personally assigned vehicles.  During fieldwork, the Office was still implementing its new controls, which included the use of a Personally Assigned Vehicle form, and the paperwork identifying the business purpose of the assignments was not current.  

Response:
Implemented.  The Office has completed and approved a Personally Assigned Vehicle Information Form for each vehicle that has been personally assigned to an employee (excluding Secretary of State Police).  The form includes a documented business purpose to be completed by the employee’s supervisor, and approved by the employee, his/her supervisor, and the Department Director.

Rules have been adopted requiring employees with a personally assigned vehicle to file an updated form on an annual basis.  The Office has currently implemented an annual review of vehicle assignments.
3.
Strengthen controls regarding State vehicles as follows:

· Communicate the requirement to file accident reports in a timely manner to those employees whose jobs involve travel.  The Vehicle Coordinator should monitor the submission of accident reports to ensure the DCMS requirements are being followed.

· Enforce the requirement that employees file properly completed Monthly Automotive Cost Reports with all required documentation in a timely manner.

· Monitor the Chicago motor pool activity to ensure that motor pool vehicles are not treated as personally assigned vehicles without following the appropriate procedures.

· Implement controls to ensure the Payroll Department is immediately notified of all personally assigned vehicles.  (Repeated-2003)
Findings:

The Secretary of State did not have adequate procedures over its State vehicles.  The auditors noted accidents involving State vehicles were not reported in a timely manner, receipts supporting gasoline usage were not maintained, employees were driving motor pool vehicles for extended periods and not reporting commuting mileage, and personally assigned vehicles were not promptly reported to the Office’s Payroll Department so the value of the commuting fringe benefit could be added into the employees’ income.

Specific problems noted were as follows:

· During the review of accidents involving State owned vehicles, the auditors tested 35 accidents reported during the audit period and noted 5 of 10 accidents selected for testing were not reported to the Department of Central Management Services (DCMS) on a timely basis.  The reports were submitted between 5 to 532 days late.  Secretary of State management stated in 4 of the 5 instances, the accident was a hit and run, whereby another vehicle hit a parked Office vehicle.  The previous employee who submitted accident reports to DCMS did not report accidents of this nature.  The current Vehicle Coordinator noted these accidents had not been filed, and submitted them to DCMS.  The other accident was 5 days late and was attributed to the driver’s misunderstanding of the documentation necessary to submit an accident report.

· Secretary of State employees assigned State vehicles were not properly completing monthly Automotive Cost Reports and not providing receipts supporting their gasoline usage.  The auditors noted 2 of the 25 employees submitted reports that had missing gas receipts, 4 employees submitted reports with missing information (miles driven for the month) and one employee did not submit a report for either month.

· Six Chicago motor pool vehicles were used by Secretary of State employees consecutively from 1 to 5 months without adjustment of the employees’ wages for the value of the personal use of those vehicles.  The motor pool was maintained for the general use of employees who have not been personally assigned vehicles but are required to travel for business purposes.  Office personnel stated these individuals were assigned motor pool vehicles as their own personal vehicles were being repaired.  Due to a lack of documentation, we were unable to determine the amount of State and personal use of these vehicles.  

· During the review of 25 vehicle assignments, the auditors noted 6 instances (24%) where the Office’s Payroll Department was not notified on a timely basis of the personal use of the vehicle, and thus not including the value of the fringe benefit in the employee’s income.  The delay in notifying Payroll ranged from 28 to 287 days following the personal assignment of the vehicles to the employees.  Office personnel stated the delay was caused by breakdown of communication between the department directors and the Payroll Department.  
Response:
Implemented.  The Secretary of State has established the Automotive Administration and Maintenance Department to coordinate, monitor and enforce policies and procedures pertaining to the use of Secretary of State vehicles.  In December 2005, the Illinois Secretary of State’s Motor Vehicle Policy Manual went into effect.  This manual delineates the responsibilities that apply to the following entities: Automotive Administration and Maintenance Department, Secretary of State Departments (including the assignment and responsibilities of a motor vehicle coordinator within each Department), and all drivers of Secretary of State vehicles.

Implemented or Accepted - continued
For personally assigned vehicles, drivers are required to submit monthly automotive cost reports with necessary backup documentation to their Department’s motor vehicle coordinator by the fourth day of each month, who in turn must file the information with the administrator of the Automotive Administration and Maintenance Department by the seventh day of each month.

The Manual details all of the rules pertaining to Secretary of State vehicle usage, including rules for promptly submitting accident reports to DCMS, and all employees must certify by signature that they have read and understand the rules and responsibilities that apply.  The recently established Automotive Administration and Maintenance Department, in conjunction with the motor vehicle coordinators within each Department, are responsible for monitoring compliance with applicable rules and procedures, including the Chicago motor pool activities.

Every Secretary of State employee is now required to complete and submit to the Automotive Administration and Maintenance Department a form signed by the employee’s Department Director indicating the date(s) that he or she will be claiming “personal use” of a State vehicle. This form must be completed and submitted before the employee is allowed to take possession of the vehicle.  The approved form is then promptly submitted to the Payroll Division to ensure compliance with IRS rules and regulations.

4.
Ensure that each employee utilizes an individual cash drawer and not be permitted to access the drawer of other employees.  At the end of the employee’s shift, the contents of the drawer should be reconciled by the employee and the facility manager, or designee, to ensure its contents are complete. 

Findings:
During fieldwork, the auditors visited four of the Office’s 138 facilities, and determined that multiple employees at these facilities could access the same cash drawers.  Personnel within Drivers and Vehicles Services verified that the Office has not mandated individual assignment of cash drawers.  

Secretary of State personnel indicated the excessive access to the cash drawers is a byproduct of the emphasis placed on prompt service and minimal customer wait time

Response:
Accepted.  The Secretary of State Driver Services Department formed a Field Services Committee to draft cash accountability procedures.  As a result of this committee the Cash Accountability procedures were implemented in 2004.  Incorporated within these procedures are cash flow controls, managerial oversight procedures and report forms for auditing purposes.  
The procedures adopted contain provisions to ensure that, when feasible, employees will be individually assigned to cash drawers and will reconcile the contents of the drawer with the facility manager, or designee, at the end of each shift.  When this is not feasible, the 
procedures include other safeguards to improve control of cash at Driver Services Facilities, including the following:

· Purchase and installation of lockable cash drawers as funds become available.

· Change funds increased to meet the needs of the facilities.

· Purchase and installation of security cameras in the cashier area as well as the accounting office as funds become available.

· The incorporation of an “Error Correction Screen” to limit “manual corrections” to daily work.  
5.
Analyze postage needs for the beginning of the next fiscal year to determine a reasonable carryover balance and to match postage expenditures with the proper fiscal year.  (Repeated-2003)
Findings:
During the review of postage usage, we noted the Secretary of State is requesting postage for their meters and postage warrants at the end of the fiscal year in excess of reasonably expected usage for the beginning of the next fiscal year.

At June 30, 2004, the Office had $4,886,000 of postage on hand.  Postage on hand was 47% of fiscal year 2004 postage expenditures, which totaled $10,350,640.  The postage warrants on hand at June 30, 2004 were not expended until the latter part of the lapse period or after lapse period.  The lag time between the date the warrants were issued and the date they were paid ranged from 69 to 148 days.

At June 30, 2005, the Office had $6,307,000 of postage on hand, Postage on hand was 74% of fiscal year 2005 postage expenditures, which totaled $8,467,110. 

Secretary of State personnel stated they historically purchase enough postage at year end to cover any lag time if there is a delay in signing the next year’s appropriation bill.  

Response:
Accepted.  The Secretary of State has adopted policies and procedures to enable an annual analysis of postage expenditures. The Office has already ended the practice of holding uncashed postage warrants, and will continue to improve on our other postage processes.
6.
Complete the update of the Inspector General rules and have them codified according to the Illinois Administrative Procedure Act.

Findings:
The Secretary of State Act states that the Inspector General must adopt rules, in accordance with the provisions of the Illinois Administrative Procedure Act, establishing minimum requirements for initiating, conducting, and completing 

Implemented or Accepted - continued
investigations.  The rules must establish criteria for determining, based upon the nature of the allegation, the appropriate method of investigation, which may include, but is not limited to, site visits, telephone contacts, personal interviews, or requests for written responses.  The rules must also clarify how the Office of the Inspector General shall interact with other local, State, and federal law enforcement investigations.”  

The Inspector General has adopted internal policies which include all of the above requirements.  However, the policies have not been codified in accordance with the Illinois Administrative Procedure Act.

Inspector General personnel stated an employee, who recently separated from the Office, was working on the updating and codification of the rules.  They further stated the Inspector General has assigned those duties to another individual who is working to complete the process.

Response:
Accepted.  The Secretary of State Inspector General’s office continues to update the rules to have them filed and codified in accordance with the Illinois Administrative Procedure Act.
Updated Response:
Implemented effective September 18, 2006.

7.
Seek legislative authority to maintain the Antique Vehicle Show Fund.  If authorized, comply with the directives as specified in the law and Comptroller’s Office instructions with respect to reporting and recording the fund activities.

Findings:
During the FY04 financial audit, the auditors noted a locally held bank account that was used for the annual Secretary of State Antique Vehicle Show. This checking account is technically under the name “SOS Antique Vehicle Show Committee,” a committee of 21 volunteers.  Secretary of State management stated the Show has been held every year since 1949, with the checking account being established in 1974.  The Committee has its own taxpayer identification number and uses the fund to pay for trophies, plaques, special-event temporary license plates, and other commodities related to the Show.

Even though the account is technically in the name of the “Committee”, the control of and spending authority for the account lies with Secretary of State employees, whose salaries are paid from State funds.  Additionally, some State funds are spent to print fliers or brochures for the Show.  Management acknowledged that this account should be established in the Comptroller’s system as a locally held fund to increase accountability for the account.

During fiscal year 2005, the Secretary of State submitted a request to the Comptroller to establish the account as a locally held fund.  Recently, the Secretary of State received 

verbal confirmation from the Comptroller’s Office that they will not allow the Secretary of State to establish the account as a locally held fund, on the basis that the Secretary of State lacks statutory authority to operate such a fund.

The State Officers’ and Employees’ Money Disposition Act states, “No officer or employee of this State shall create or maintain or participate in a trust fund or bank or savings and loan association deposit of any money received by him by virtue of his office or employment except as provided by law.”  

Secretary of State management stated they will now attempt to seek legislative authority for the Fund.

The Fund expended $12,265 and $11,035 during fiscal years 2004 and 2005, respectively, and had a balance of $3,508 at June 30, 2005.  

Response:
Accepted.  Senate Bill 2252 has been introduced that would authorize the Secretary of State “to create a fund outside the State Treasury, to be known as the Secretary of State Antique Vehicle Show Fund.”  If passed, the Comptroller’s Office will formally establish the Fund as a locally held fund under the custody of the Secretary of State.  Additionally, the Office has already begun to comply with Comptroller’s Office instructions with respect to reporting and recording the fund activities.  This is evidenced by the submission of various financial reports to the Comptroller’s Office for fiscal year 2005 regarding the Antique Vehicle Show Fund.

The Secretary of State will track the progress of the pending legislation and appropriate actions will be taken as needed.

Updated Response:
Implemented effective May 26, 2006.

8.
Assess security administration function and ensure it is adequate for safeguarding the Offices’ computer systems and data resources.    Additionally, update the security and other technology-related policies to reflect the current operating environment, including the development of security software or LAN administration policies and procedures.  Establish policies and procedures for administering access to computer resources, reviewing and monitoring of security software activities, and the processing and reporting of security violations.  


Consider restructuring the Security Administrator position so that it reports directly to the Director of the Department of Information Technology.  At a minimum, ensure the Security Administrator oversees all security aspects of the Office’s computing environment to enforce compliance with established security policies and procedures.   

Implemented or Accepted - concluded
Findings:
The Office had approximately 140 full time positions supporting a mainframe and a network of some 2,300 PCs.   The auditors noted the following weaknesses:
· Non-Independent Security Framework - The Security Administrator was not independent, performed non-security related duties, and did not report directly to the Director of the Department of Information Technology.  

· Outdated Security Policies and Procedures - Over the past decade, the Office’s technology infrastructure had changed significantly.  However, the auditors found the Security Administrator had not ensured all security policies had been updated to reflect the current environment.  Many of its present technical policies were dated 1994.

· Non-Enforced Compliance - The Security Administrator did not oversee all security aspects of the Office’s environment.  For example, the Office did not have formal written security software or LAN administration policies and procedures.  The Security Administrator did not monitor overall compliance with established security policies and procedures.  

Response:
Accepted.  The Secretary of State has appointed a Security Administrator who reports directly to the Director of the Department of Information Technology. The Security Administrator is responsible for ensuring that the Security Administration function is adequate for safeguarding the Office’s computer systems and data resources. 

Included in this role, the Security Administrator shall ensure that all policies and procedures are reviewed and updated on a regular basis to reflect the current office environment and to ensure the Office complies with established security policies and procedures.

Updated Response:
Implemented. 

9.
Enforce compliance with change control policies and procedures, and ensure all changes have been appropriately authorized, tested, and consistently documented.  

Re-evaluate outstanding Project Initialization Requests (PIRs) and determine which requests are still needed.  PIRs no longer needed should be canceled, while all other outstanding PIRs should be prioritized based on purpose of need and availability of resources in an effort to complete needed requests.  

Findings:
The Office had established approximately 140 full-time positions supporting mainframe and network systems consisting of several critical, confidential or financially sensitive systems for use in meeting its overall mission.  However, it failed to enforce compliance with its change control policies and procedures.  

During the review, the auditors tested 25 Project Initialization Requests (PIRs) and noted weaknesses in documentation.  In addition, Information Technology projects were not always completed in a timely manner.  At the time of our review, 151 project requests, approved between 1996 and 2005, had not been completed.

Office personnel indicated a lack of manpower caused by the number of personnel that took advantage of the State’s early retirement incentives, and the inability to replace those employees due to budget constraints, hindered the Office’s ability to ensure compliance with existing change control procedures and to complete outstanding PIRs in a timely manner.  

Response:
Accepted.  The Secretary of State is developing a software application to standardize the change control process.  This program will require proper documentation and authorization of all change requests, and will track the status of all PIRs and related documentation to ensure that all changes are appropriately authorized, tested, and consistently documented.  This program will also be used to help prioritize PIRs based on the purpose of need and availability of resources.

Updated Response:
Accepted. Software currently being installed and tested with an implementation date of November 15, 2006.
Emergency Purchases

The Illinois Purchasing Act (30 ILCS 505/1) states that “the principle of competitive bidding and economical procurement practices shall be applicable to all purchases and contracts.”  The law also recognizes that there will be emergency situations when it will be impossible to conduct bidding.  It provides a general exemption for emergencies “involving public health, public safety, or where immediate expenditure is necessary for repairs to State property in order to protect against further loss of or damage ... prevent or minimize serious disruption in State services or to insure the integrity of State records, or to avoid lapsing or loss of federal or donated funds.  The Chief procurement officer may promulgate rules extending the circumstances by which a purchasing agency may make ‘quick purchases’, including but not limited to items available at a discount for a limited period of time.”

State agencies are required to file an affidavit with the Auditor General for emergency procurements that are an exception to the competitive bidding requirements per the Illinois Purchasing Act.  The affidavit is to set forth the circumstance requiring the emergency purchase. The Commission receives quarterly reports of all emergency purchases from the Office of the Auditor General.  The Legislative Audit Commission is directed to review the purchases and to comment on abuses of the exemption.

During FY04, the Office filed four affidavits for emergency purchases totaling $254,629.37 for equipment, repairs and coal.
During FY05, the Office filed three affidavits for emergency purchases totaling $1,289,896.96 for various repairs and security equipment.
Headquarters Designations

The State Finance Act requires all State agencies to make semiannual headquarters reports to the Legislative Audit Commission.  Each State agency is required to file reports of all its officers and employees for whom official headquarters have been designated at any location other than that at which official duties require them to spend the largest part of their working time.
The Office of the Secretary of State indicated as of July 15, 2005 that it had 279 employees who spent more than 50% of their working time as locations other than their official headquarters. 
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